NHO®OPMALIMOHHA S TIAMSITKA
JUTST OBYYAIOLLIMXCS JUTSI PASMELLEHUS
HA O®UIIMATIBLHBIX MHTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOACKH B HUHTEPHETE CTAHOBUTHCA OOJIbLIE, a
IIKOJBHUKM OJIHM W3 CaMbIX AKTHUBHBIX ITojb3oBarenen Pynera. Mexny tewm,
IOMUMO OTPOMHOIO KOJHMYECTBA BO3MOXHOCTEH, MHTEPHET HECET U IPOOJIEMBI.
OTa mamsTKa J0JDKHA TOMOYb Tebe 0e30IacHO HaXOAUTHCS B CETH.

KomnerotepHsie BUPYChI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX MpPOrpamw,
OTJIMYUTEIBHON 0COOEHHOCTHIO KOTOPOU SIBJISIETCSI CHOCOOHOCTh K Pa3MHOKEHUIO.
B nonosiHeHHE K 3TOMy, BUPYChl MOTYT IMOBPEIUTH WM MOJHOCTHE) YHUYTOXHUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3alylieHa 3apaKeHHas IIporpamma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
OIEPaIIOHHYIO CUCTEMY CO BceMH (ailiamu B 1esoM. B OOJIBIIMHCTBE CiydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

MeTonbl 3aIUThl OT BPEAOHOCHBIX ITPOrPAMM:

1. Hcnonws3yldi COBpEMEHHBIE OIEPALMOHHBIE CUCTEMBI, HMEIOIINE
CEpbE3HBII YPOBEHB 3alIUTHI OT BPEIOHOCHBIX IPOIPAMM;

2. IloctostHHO ycTaHaBnuBail mauTd (UM(GPOBBIC 3aIlJIaTKH, KOTOPHIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPyrHe
OOHOBJICHHSI CBOEH omnepalMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opunmanbHoro  caira paszpadborunka OC. Eciaum cyliectByeT  pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. PaboTaii Ha cBoeM KOMIBIOTEpE IOl MpaBaMH IOJb30BaTENs, a HE
aJIMUHUCTPATOpa. DTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrPaMM
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. cnonp3yil  aHTUBUPYCHBIE NPOrPAMMHBIE  IPOIYKTHI  M3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMAaTHICCKUM OOHOBIICHHEM 0as3;

5. Orpanunub GpuU3NUECKU JOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Mcnonb3yil BHENIHWE HOCUTEIW MH(MOpMAIMK, Takue Kak (Quielika, AUCK
WK (aill U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB,;

/. He oTkpbIBall KOMIbIOTEpHBIE (aiiibl, MOJTYYEHHbIE M3 HEHaJEKHBIX
UCTOYHUKOB. Jlaxke Te (pailnibl, KOTOpbIE MpUcan TBOM 3HAKOMBIH. Jlydiie yrouHu
y HEro, OTIIPaBJIsI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He Bu nepenaun JaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIL OPEHI,
mapka. Eme B 1991 rony Humepianiackas KOMIAHUS 3aperHCTpUpOBaia OpeHIT
«WECA», uto o6o3nagano cnoBocoueranne «Wireless Fidelity», koropsrii
NEPEBOIUTCS KaK «O0eCIIPOBOAHAS TOUHOCTDY.

Jlo Hamiero BpeMeHu JouuIa Apyras abopeBuaTypa, KOTopast sIBIIeTCS TaKOh
xKe TexHosorued. Jto abbpeBuarypa «Wi-Fi». Takoe Ha3Banue ObUIO JTaHO C



HAMEKOM Ha CTaHIApT BbICIIEH 3BykoBoW TexHuku HIi-Fi, yto B mepeBoxe
O3HAYaeT «BBICOKASI TOYHOCTHY.

Ja, OecryaTHBIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOTrMe 3KcnepThl CUHTAIOT,
gyT0 obmeaoctynHbie Wi-Fi ceTu He sBisitoTcst 6€30macHbIMU.

CoBeTbl 110 0€3011aCHOCTH pabOTHI B 00IIE0CTYIHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBOIO JIMUHYIO HHPOPMAIIHIO Yepe3 obmienoctynHubie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJAUTH MapoJiv JOCTYIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yit 1 0OHOBISIN aHTUBUPYCHBIE MPOTPaMMbI B Opanamayep. Tem
caMbIM ThI 00€30Maculllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPONCTRBO;

3. Ilpm ucnonb3zoBanun Wi-F1 oTtkmoun ¢yHkumio «OOmuid J0CTyI K
daiiniam u npuHTepam». [laHHas (QyHKIHUS 3aKphITa MO YMOJYAHUIO, OJHAKO
HEKOTOpbIE MOJIHb30BATEIN aKTUBUPYIOT €€ JUIsl yI00CTBA UCIIOIBb30BaHUS B paboTe
WM y4eoe;

4. He wucnone3yii nyOnauwunbii WI-FI ans mepepmaum JTMYHBIX JaHHBIX,
HaIrpuMep, ISl BBIXO/JIa B COLUAIIBHBIE CETH WM B JIEKTPOHHYIO MTOUTY;

5. Mcnonb3y# TOJIbKO 3amuiineHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBOIU UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmroun (yHkiuio "TloakmoueHune k Wi-Fi
apTomatnuecku'". He nomyckall aBTOMATMYECKOTO TMOJKJIIOUYEHUS YCTPOWCTBA K
cetssim Wi-Fi 6e3 TBoero cornacus.

CormanbHbie ceTH

CoumasibHbI€ CETU aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIFOAU PaObOTAIOT
Y JKUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBan Musinap 4eioBeK,
qTO SIBJISICTCSI OMHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE ITOJIb30BaTEIIN HE
MOHUMAIOT, YTO MH(OpMAIMs, pa3MEIIeHHas UMU B COIIMAJIBHBIX CETSIX, MOXKET
ObITh HaliJleHa W WCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTelbHO C
OJlaruMu HaMEPEHUSIMU.

OcCHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpannyp crnucok napy3ed. Y TeOs B Jpy3bsiX HE JOJKHO OBITh
CIIyYalHBIX U HE3HAKOMBIX JIFOZEH;

2. 3amminai CBOIO YAacTHYIO >KuM3Hb. He ykasbiBail maposu, TtenedoHsbl,
aapeca, JaTy TBOErO0 POXACHUA H  JAPYryH0 JUYHYI0  HHGOpMAaIHUIO.
3JI0YMBIIIUICHHUKH MOTYT UCIIOJB30BaTh Jaxe WHPOPMAITUIO O TOM, KaK Thl U TBOU
POAUTENH TUTAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuinail CBOIO pemyTaluio - JACPKU €€ B YUCTOTE W 3ajaBail cebe
BOIIPOC: XOTeJN ObI ThI, YTOOBI JPYTHe MOJb30BATEIN BUACIH, UTO ThI 3arpyKaemib?
[Toxymaii, mpexie 4eM 4To-TO OMyOJIMKOBATh, HAITUCATh U 3aTPy3UTh;

4. Ecnu Thl TOBOPHUIIB C JIFOAbMH, KOTOPBIX HE 3HAElIb, HE UCIOJIb3Yl CBOE
peanbHOE MMS U JPYTYIO JUYHYI0 WH(GOPMAIMU: UMSI, MECTO >KHTEIIbCTBA, MECTO
yueObl U TIpoUee;

5. U3berait pazmemenus ororpaduii B IHTepHETE, T/I€ THI N300paXkeH Ha
MECTHOCTH, 110 KOTOPO MOKHO OMPEAEIUTH TBOE MECTOIOIO0KEHUE;



6. Ilpu peructpaumu B COLMAIBHON CETH HEOOXOAMMO HCIOIb30BATh
CJIOXHBIE TAPOJIH, COCTOSIIUE U3 OYKB U LGP U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

7. lns couMalbHOM CeTH, TOYTHl M JAPYrHMX CalTOB HE0OXOAUMO
UCII0JIb30BaTh pa3Hble maposu. Toraa eciu Tedsi B3JIOMAIOT, TO 3T0YMBIIIIEHHUKH
MOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

DIIEKTPOHHBIE IEHBI U

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIM CIMOCOO IIATEKEW, OTHAKO
CYILECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBIH.

DNEeKTPOHHBIE IEHbI'M MOSIBUIIMCh COBCEM HEJJABHO M UMEHHO M3-3a 3TOrO BO
MHOTHX T'OCYyAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM (yHKIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, T1Ie
WX pa3JeisioT Ha HECKOJIBKO BHUJIOB - aHOHUMHBIE U HE aHOHMMHBbIE. Pa3zHuna B
TOM, YTO @HOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTh onepauuu 0e3
UACHTU(UKALIMY TIOJb30BATENISA, @ B HEAHOHUMHBIX HUACHTU(PUKALUS MOJIb30BaTEIsS
SBIISIETCS 00SA3aTEIBHOM.

Taxxe crnenyer pasnuyaTh JJIEKTPOHHBbIE (HUATHBIE JEHBIU (PaBHBI
rOCy/lapCTBEHHBIM BaJlOTaM) M 3JIEKTPOHHbIE He(UaTHbIE IEHBIU (HE PpPaBHbI
rOCy/1apCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO 0€30IMacHON PabOTe C INECKTPOHHBIMU JIEHBAMU:

1. IlpuBssku K cyeTy MOOWIBHBIA TeneoH. DTO camblii yHOOHBIM U
OBICTPBI CcMOCOO BOCCTAHOBUTH JOCTYN K cuety. IlpuBsizannsiii TenedoH
MOMOJKET, €ciau 3a0ynellb CBOW IUIATEXHBIM Mapoib WIM 3aijellb Ha CalT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucrionb3yit omHOpa3oBbie mapoiu. llocme mepexoga Ha YCHIEHHYIO
aBTOpHU3aLMI0 TeOe yke He OylIeT yrpokaTh OMACHOCTh KpakKH WJIM IepexBaTa
IUIATEKHOIO MapoJIs;

3. BriGepu crnoxusiii mapons. [Ipectymuukam OyaeT HE MPOCTO yrajaaTh
CJIOXHBIA naposb. HanexHsle maponu - 3T0 napoiu, KOTOPIE COEPkKAT HE MEHEE
8 3HAKOB W BKIIOYAIOT B Ce€OS CTPOYHBIE M MPOIMUCHBIE OYKBBI, HUPPHI H
HECKOJIbKO CMBOJIOB, TaKM€ KaK 3HaK JoJuiapa, GyHTa, BOCKIUIATENbHBIN 3HAK U
T.11. Harmpumep, $tROng!;

4. He BBOIM CBOM JIMYHBIE JAaHHBIE HA CalTaX, KOTOPBIM HE JOBEPSIEILIb.

DJIEKTPOHHAs TT0YTa

DNeKTpOHHAs MOYTa - 3TO TEXHOJIOTHSI U MPEAOCTABIISIEMbIE €10 YCIYTU IO
NEPECHUIKE U MOJTYYEHHUIO AJIEKTPOHHBIX COOOIIEHUH, KOTOPhIE paclpeeatoTcs B
KOMIMBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUAT
CJIeIyIoIMM 00pa3oM: UMsI_TOJIb30BaTENA(@HUMs_1oMeHa. Takxe Kpome nepeaadu
MPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTH TIEpe/iaBaTh (pailiibl.

OCHOBHBIE COBETHI IT0 OE30IMaCHOM pabOTe C IICKTPOHHOM MOUYTOM:

1. Hano BBIOpaTh mnpaBUiIbHBIA MOYTOBBIA cepBUC. B uHTEpHETE ecTb
OTPOMHBII BEIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIlle TOBEPSTH TEM,
KOTO 3HAeIllb U KTO NIEPBBINM B PEUTUHTIE;

2. He yka3biBaii B TMUHOM moYTe JIW4YHYI0 HHPopManuio. Hampumep, mydie
BbIOpaTh «My3bIKaNbHbIN _(paHat@» mm «pok2013» BmecTo «remal3y;



3. Ucnonp3yil ABYXATamHyH0 aBTOPH3AIMI0. DTO KOTJa TMOMHUMO MapoJis
HY>KHO BBOJUTH KOJI, TPUChUIaEMBbIil 0 SMS;

4. BriOepu CIOXKHBIN Maposib. sl KaxXa0ro MoYTOBOIO SIIIKKA I0JKEH OBbITh
CBOM HAJICKHBII, YCTOMYUBBIN K B3JIOMY MapOJib;

5. Ecim ecTth BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMUHBIA BOIPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;

6. Uconb3yl HECKOJIBKO IMOYTOBBIX SIIMKOB. I[lepBbIA Uil YacTHOM
MEPEINUCKU C aJipecaraMu, KOTOPHIM Thl JOBEpsiClb. JTO AJIEKTPOHHBIN ajpec He
HAJI0 UCTIOIH30BATh MPU PETUCTPAINHN Ha OopyMaxX U CalTax;

7. He oTkpwiBail Qailibl u Ipyrue BIOXKEHHUS B MHCbMAax, JaXKE €CIU OHH
HNPUIUIM OT TBOUX Jpy3el. Jlyuine yTouHU y HHMX, OTIPABIISUIM JIU OHM TeOe 3TH
(aiisl;

8. [locne okoHYaHWs pabOTHl Ha IOYTOBOM CEPBHCE TIEpe] 3aKPBITHEM
BKJIQJIKU C CAUTOM He 3a0y/1b HakaTh Ha «BBIATHY.

KubepOymuiuHr unu BUPTYyaabHOE U3/€BATEIBCTBO

KubepOymuHr -  mpeciieqoBaHUE  COOONICHUSIMHU,  COJIEp KAIIUMHU
OCKOpOJIeHMS, arpeccuio, 3aIlyTMBaHUE; XYJIUTaHCTBO; COIIMAIbHOE
OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTHHTOM:

1. He Gpocaticsa B 60ii. JIydmmii crmoco6: mocoBeToBaThCs Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMy MOHO OOpaTUThCS, TO BHa4aje YCIOKOUThCA. Ecim Tbl
HayHEIIb OTBEYATh OCKOPOJIEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO emle OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Yupapnsi cBoel kubeppemnyTauuei;

3. AHOHUMHOCTh B ceT MHHMas. CyIIeCcTBYIOT CIOCOOBI BBISCHHTH, KTO
CTOUT 332 aHOHUMHBIM aKKayHTOM;

4. He ctouT BecTH XYJIUTAHCKUW 0Opa3 BHUPTyaIbHOW >KU3HU. WHTEpHET
(buKCUpyeT BCe TBOM JEHUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYJHUTEIIBHO;

5. Cobnronail CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. UrHopupyii enuHudHbld HeraTuB. OIHOpa30BbIE OCKOPOHWTEIbHBIE
coOOmIeHHsT JIydlie WrHopupoBatb. OOBIYHO arpeccusi TMpeKpamaeTcss Ha
HayvyaJIbHOM CTauM;

7. ban arpeccopa. B nporpamMax oOMeHa MIHOBEHHBIMU COOOIICHUSIMU, B
COITMATILHBIX CETAX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIIEHUN C
OTIPEAECIICHHBIX aJIPECOB;

8. Eciu ThI cBUaeTeNnb KMOepOysuMHra. TBOU IEUCTBUS: BHICTYIIUTh MPOTUB
npeciieioBaTens, MOoKa3aTh €My, 4YTO €ro JACHCTBUS OILICHUBAIOTCSI HETaTHUBHO,
MOJAJACPKaTh JKEPTBY, KOTOPOH HY)KHA IICUXOJIOTHYECKAash MOMOIb, COOOUIUTH
B3pPOCIBIM O (haKTe arpecCUBHOTO TTOBEJICHHS B CETH.

MoOunbHbIN TenehoH

CoBpeMeHHbIe CMapT(OHBI U TIJIAHIIETHI COIEPKaT B c€0E BIIOJIHE B3POCIBINMA
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMH
KoMITbroTepamMu. OHAKO, CPEACTB 3AIUTHI IS TIOJOOHBIX YCTPONUCTB TIOKA OYEHB



Mano. TecrupoBaHMe M TIOMCK YSA3BUMOCTEHl B HHMX IHPOUCXOJUT HE Tak
MHTEHCUBHO, Kak Juis [1K, To ke camoe kacaercs U MOOMIIBHBIX IPUIIOKEHUH.

CoBpemeHHbIE MOOWJIBbHBIE Opay3epbl yK€ MPaKTUUYECKH JIOTHAJM
HACTOJbHBIE AHAJIOTH, OJIHAKO pacuIMpeHue (QyHKIMOHAJIa BIIEYET 3a COOOM
OO0JIBILYIO CII0)KHOCTh U MEHBIIYIO 3aIlULIIEHHOCTb.

Jlaneko He Bce NPOM3BOAMTENN BBIYCKAIOT OOHOBJIIEHMS, 3aKpbIBAIOIIHE
KPUTHYECKHE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TenedoHa:

Hudero He sBnsercs mo-HacTosmeMy OecruiaTHbIM. Byns octoposkeH, Beqb
Korja tebe mpenaraioT OecIIaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO IUIATHBIE YCIIYTH;

Hymait, npexe yeM otnpaBuTbh SMS, Goto unm Bugeo. Thl TOYHO 3HACIID,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

Heo0xoaumMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JUIsI MOOMJIBHBIX TelIe()OHOB;

He 3arpyxaii npwIoKeHUsI OT HEU3BECTHOIO MCTOYHHUKA, BEIb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUEHHUE;

[Tocne Toro Kaxk Thl BBIIELIL C CaiiTa, I/Ie BBOAWI JIMUYHYIO UHPOPMAIHIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

Ilepuonnuecku MpoBEPsIi, KAKUE IUIATHBIE YCIYI'M aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOll HOMEp MOOUJBHOTO Tele(OHa TOJBKO JIOJASAM, KOTOPBIX ThI
3HACIllb U KOMY JIOBEpSEILIb;

Bluetooth nmomkeH ObITH BBIKIIIOUEH, KOTZa Thl UM HE Moisb3yemibes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpst

CoBpeMEHHbBIE  OHJIAWH-UIPBI - 3TO  KpPacOYHbIC, 3aXBaThIBAOLIUE
pa3BieUeHUsl, OOBbEINHAIONIME COTHU ThICSY 4YEJOBEK MO BceMy mupy. Urpoku
UCCIIEYIOT JIaHHBIM MM MHp, OOLIAIOTCS APYr C JIPYrOM, BBIIOJHSIOT 3aJlaHus,
CPAKAIOTCS C MOHCTPAMM M TIOJYy4YarOT ONBIT. 3a YJOBOJBCTBUE OHM ILIATAT:
MOKYTAIOT JUCK, OIJIAYKMBAIOT a0OHEMEHT WJIM MIPUOOPETAIOT KaKUE-TO OIIUU.

Bce a31u cpeacTBa MAYT Ha NOAJAEPKAHUE U PA3BUTHE UI'PBI, & TAKKE HA CaMy
0€30IMacCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3aIIaTKU U1l TPOTPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1nonoOHBIX WIrpax CTOUT omacaThCsi HE CTOJIBKO CBOUX COINEPHHKOB,
CKOJIBKO Kpa)Xd TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPHU3ALMU
OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MACHOCTU TBOETO UTPOBOTO aKKayHTA:

1. Ecniu npyroit urpok BeieT ceds MIOX0 WM CO3JaeT TeOe HEMPUSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Iloxkanyiicss agMHUHUCTpATOpaM UIPbl Ha IUJIOXOE€ IOBEACHHE 3TOrO
UTPOKA, KENATEIbHO NPUIIOKHUTh KAKHE-TO J10Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He ykasbiBaiil muunyto nHGopMaiuio B mpogaiiie urpol;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnmmBaii HeopuIManbHBIC TATIYN U MOJIHI,



6. Mcrionb3yii CII0KHBIE U Pa3HbIE TAPOJIH;

7. Jlaxxe BO BpeMs WIPbl HE CTOMT OTKJIKOYaTh aHTUBUpYyC. Iloka TbI
UI'paellb, TBOM KOMIIBIOTEP MOTYT 3apPa3UTh.

QUIIMHT WM Kpaka JIMYHBIX JaHHBIX

OOBbIYHON Kpaskel JEHEr U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE YAMBHILb,
HO C DPa3BUTHEM HHTEPHET-TEXHOJOTUM 3J0YMBIIUICHHUKN IIEPEMECTUIINCE B
UHTEPHET, U MPOJOJDKAIOT 3aHUMAThCSI «IFOOUMBIMY JIEIOM.

Tax mosiBUIach HOBasl yrpo3a: MHTEPHET-MOUICHHMYECTBA WM (DUIIHHT,
TJIaBHAs IENb KOTOPOTO COCTOMT B TOJYYEHUH KOH(PHUACHLIUAIBHBIX JTaHHBIX
MOJIb30BaTeNeH - IOTMHOB U mapoieil. Ha anrmuiickom si3bike phishing unraercs
kak gumuHr (ot fishing - peiOHas 0B, password - mapoip).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Cnenn 3a cBouM akkayHTOM. Eciu TeI momo3peBaemib, YTO TBOS aHKETA
Obula  B3JIOMaHa, TO HeOOXoauMoO  3a0JOKMpOBaTH €€ U COOOLIUTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKODEE;

2. Vcnionb3yii Oe3omnacHble BeO-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonp3yil cioxHbIE M pas3Hble Napoiu. Takum oOpa3om, eciu TeOs
B3JIOMAlOT, TO 3JIOYMBIIUJIEHHUKH IIOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu T1e0s B3JOMalid, TO HEOOXOAMMO NPEIyNpeIuTbh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J100aBieHbl y T€OS B JIPY3bsAX, O TOM, UTO T€Os B3JIOMAJIU H,
BO3MOYKHO, OT TBOETO MMEHU OYJIE€T PacchlIaThCs ClaM U CChUIKM Ha (DUILMHTOBBIE
CaMThI;

5. YcranoBu HaaexHbli napoib (PIN) Ha MOOMIBHBIN Tene(OH;

6. OTKJII0YM COXpaHEHUE Maposisi B Opaysepe;

7. He oTkpsiBail ¢aiiibpl U Ipyrue BIOXKEHHS B MUCHbMax, JaKe €CIA OHU
OPUILUIM OT TBOMX Jpy3el. Jlyuiie yTouHM y HUX, OTIPaBISUIM JIU OHU TeOE 3TU
(bab.

[udposas penyramnus

[udpoas penyrtauus - 3TO HEraTUBHAs WM NMO3UTHBHas MHQOpMAIUS B
cetu o tebe. Kommpomerupyromas uHbopManusi, pa3MelieHHas B WHTEPHETE,
MOET CEPBhE3HBIM 00pa30M OTPa3UThCS HA TBOEH peanbHOU ku3HU. «[{udposas
penyTamus» - 3T0 TBOM UMUK, KOTOPBIA (opMHUpyeTcss U3 HHPOpMaLUK O TeOe B
UHTEPHETE.

TBoe MecTo KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE MOJOXKEHHUE,
O0COOEHHOCTH XapakTepa 1 paccKas3bl O OJIU3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noApOCTKU JETKOMBICIEHHO OTHOCSTCS K NyOJUKAMU JUYHOU
uHpopmanuu B MHTEepHETE, HE MOHKMMAsl BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXKeIIb IoTrafaThcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
NPUYUHON OTKAa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pasmenenne TBoux (otorpaduii U apyrue AeMCTBUS MOTYT
HE MCYE3HYTh JaXe I0CJE€ TOro, Kak Thl MX yJajdullb. bl HE 3HACWIb, KTO
COXpaHWJ ATy HH(OpMalMIO, ToNajga JU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJach JU OHA, a TJaBHOE: YTO MOAYMAIOT O TeOe OKPY’)KAIOUIUE JIIOJIH,



KOTOpbIE HaWAYT M yBUAAT 3T0. Haiitu nHopmannio MHOTO JIET CILyCTSI CMOKET
JTr000H - KaKk U3 10OpbIX NOOYKIEHUH, TaK U C HAMEPEHUEM IIPUYUHUTE Bpea. DTO
MOJKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 110 3aIIMTE HU(PPOBOM pENyTALNH:

1. Ilonymaii, mpexJie 4em 4To-TO IMyOJMKOBATh U NEpeaBaTh y ceOs B Oore
WIM B COLMAIIBHOM CETH;

2. B nHactpoiikax mpouis yCTaHOBH OTpaHUYEHUS HAa MPOCMOTP TBOETO
npouIs ¥ €ro COAEP>KUMOTO0, CIETail €ro TOJIBKO «JIJIsS IpY3eiDy;

3. He pa3memiaii u He yka3piBail MH(OpMALMIO, KOTOPAasi MOKET KOro-J1u0o
OCKOPOJIATH WJIH OOMKATh.

ABTOpCKOE PaBo

CoBpeMEHHbIE IIKOJBbHUKH - AaKTUBHBIE IOJB30BATENM  LU(PPOBOroO
npocTpancTBa. ONHAKO JaJeKo HE BCE 3HAIOT, YTO INOJIB30BAHHME MHOTUMU
BO3MOXKHOCTSIMU ~ IIMPpoBOro  mupa TpeOyer  coOMoAeHHs MpaB  Ha
MHTEIJIEKTYyaJIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTbY» OTHOCHUTCS K pa3IU4YHbIM
TBOPEHHUSIM YEJOBEUECKOrO0 yMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYAIOIIUX COOCTBEHHOCTh Ha MPOJYKTHl U YCIYT'H, U 3aKaHYMBas KHUTaMH,
¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO IpaBa HA MHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPBl U UCKYCCTBA. ABTOPCKHE MPaBa BBHICTYIIAIOT B
KaueCTBE TapaHTHH TOTO, YTO HMHTEIUIEKTYyaJbHBIM/TBOPUECKUN TPy aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpPaBEMJIUBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOEro TPyHAa, MOJYyYUTh HW3BECTHOCTh M mpusHaHue. Hukrto 06e3
pa3pelIeHuss aBTOpa HE  MOXET BOCIPOM3BOJHWTH €r0  IPOU3BEICHMUE,
pacnpocTpaHsaTh, NYOJIMYHO JEMOHCTPUPOBATH, MPOJABATH, HMIIOPTHUPOBATH,
nycKaTb B IPOKAaT, MyOJIMYHO HCIONHSTH, MMOKa3bIBATh/UCHONHATE B 3(upe mim
pasmewars B IHTEpHETE.

Hcnonb30BaHne «IUPATCKOTO»  MPOTPAMMHOIO  OOECIIEYEHHUS] MOXKET
IPUBECTH K MHOTMM pHUCKaM: OT IOTEpHU JaHHBIX K TBOMM AakKKayHTaMm [0
OJIOKUPOBKHM TBOETO YCTPOICTBa, I/le YCTAaHOBIIEHA HeJerajgbHas mporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYIIECTBYIOT JIeTaJlbHble M OECIUIaTHbIE MPOTPAMMBI,
KOTOpBIE MOKHO HAUTHU B CETH.

O noprane

CereBU4OK.p( - TBOM IIABHBIM COBETYHK B CETU. 3JI€Ch Thl MOXEIIb Y3HAThH
0 0€30MaCHOCTH B CETH MOHATHBIM U JIOCTYNHBIM A3BIKOM, a IPU BO3HUKHOBEHHUH
KPUTUYECKOM CHUTyallud OOpaTUTHCS 3a COBETOM. A TakKe MPUHATH ydyacThe B
KOHKYpCaXx U CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM !



